
System i family keeps your business up and running

IBM System i Family —
Resilient and Secure by Design
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Highlights

● Integrated system: hardware,

security, system management,

middleware

● Object-based architecture for

superior resiliency 

characteristics

● Proven i5/OS® operating sys-

tem with V5R4 enhancements

for security

● High Availability and Disaster

Recovery offerings

● Built on proven technology and

backed by world-class service

and support

Flexible. Adaptive. Responsive.

Assured.

These are necessary attributes for busi-

nesses today. Gone is the luxury of

experience and react. To compete in

today’s on demand world, enterprises

of all sizes must be able to anticipate

and adjust, sense and respond. These

capabilities don’t just happen. They are

created through a focused and holistic

approach. Once achieved, a business is

said to be resilient. But what is busi-

ness resiliency and why does it matter?

Business resiliency is the ability to rap-

idly adapt and respond to opportunities,

regulations and risks in order to main-

tain secure, continuous business opera-

tions, be a more trusted enterprise and

enable your business to grow. As such,

business resiliency has become an

imperative. Critical to business

resiliency is the nature and character of

the IT infrastructure—availability, recov-

ery, security and compliance must be

addressed. The IBM System i™ family

delivers these capabilities enterprises

need to achieve business resiliency.

Resiliency in a box

The System i family featuring IBM i5/OS

V5R4 offers state of the art availability

and reliability, integrating security and

virus resistance by design. These fea-

tures make it easy to help secure and

to maintain the security of the system.

The security and business resiliency

provided by i5/OS is substantiated by

virus lists such as those at

http://www.sarc.com and 

http://viruslist.com indicating that the

industry has identified fewer threats to
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i5/OS than to Windows® or UNIX®

operating systems. High availability

options such as clustering and cross-

site mirroring make i5/OS environments

among the most resilient in the industry.

System i and i5/OS are designed for

businesses that need high protection

and availability for key applications and

data. They help ensure operations con-

tinue after an outage or disaster, com-

ply with government regulations and

industry standards, and provide protec-

tion costs that are predictable and

manageable. System i solutions help

provide a solid foundation for business

resiliency.

Getting started

Business Resiliency is dependent upon

risk management and information secu-

rity. That makes corporate policy the

proper starting point for any discussion

on business resiliency. Corporate policy

addresses the broad issues central to

business existence and operations. In

turn, the business resiliency policy

derives from corporate policy, and

focuses on protecting and preparing

the enterprise. The IT resiliency policy

derives from the business resiliency pol-

icy and applies from the network layer

down to the individual systems. At the

system level, the policy becomes a

specific set of requirements which will

dictate your availability and security

implementation.

Essential IT responsibilities

Asset protection

● Provide for availability and recover-

ability of applications and data

● Ensure security of applications and

data

● Provide for application change 

management
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Compliance

● Establish an IT policy that supports

the corporate policy

● Implement and document the policy

● Test to demonstrate conformity to the

documented policy

Asset protection

Availability management

Availability management begins with

agreement inside an organization on

application availability level. Availability

management implementation

approaches focus on single system

requirements or multiple system

requirements. In a single system envi-

ronment, the focus is primarily backup

recovery and disk protection. The

implementation will depend on the

backup recovery solution and disk pro-

tection scheme that best addresses

your requirements. For environments

often referred to as mission critical,

where the demands are for applications

to be continuously available, multiple

system solution environments (cluster-

ing) are deployed. In this state of the art

cluster environment, impact on applica-

tion availability from planned or

unplanned outages must be absolutely

minimal.

Security management

Security of applications and data is

achieved through policy creation, policy

implementation and platform 

technologies.

Policy creation and implementation

Security implementation derives from

the security policy. When an audit

occurs, the auditors will focus on your

ability to demonstrate your compliance

to your policy. A clearly articulated

security policy and corresponding

implementation must be the focus to

enable an audit-ready posture. One

approach to developing a system level

security policy is to utilize a security

policy development solution from

System i ISVs, whose offerings harness

the power of the System i capabilities of

integrity protection, network intrusion

detection and enhanced auditing 

functions.
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Platform technologies

All System i models are architected and

designed to meet stringent security

requirements. While most servers can

be made secure, the System i family is

designed to be easy to secure and pro-

vides easy to manage security. The

System i is highly secure by design—

from inception its architecture was

object-based. Object-based architec-

ture necessitates precise rules for inter-

action between objects. These rules

translate into world-class security prop-

erties. Objects have access interfaces

and rules that are unique for each

object type. With proper security imple-

mentation, one object type can not

masquerade as another, and only

authorized objects can access one

another. This means that the System i

architecture does implicitly what may

need to be done overtly and explicitly in

other system environments. By focusing

on object level security, the System i

family can enable a security policy 

that starts on the inside, at the most

fundamental level of information 

management.

Application change management

Application change management is

about documented processes and pro-

cedures that define who may change

an application and how it may be

moved from a test environment into a

production environment. Change man-

agement is both to ensure quality con-

trol and security. There are industry

standard change management policies

as well as tools to help enforce the

change management process. Digital

Certificates are a means of helping

ensure that only authorized owners of

code have changed the code and that

the current level of production code has

not been changed by anyone other

than the authorized owner.

Compliance

Compliance is the ability of your firm to

demonstrate conformity to government

regulations and industry standards—

including those regarding information

integrity. These regulations and stan-

dards evolve constantly. Their relation-

ship to corporate requirements, internal

business controls, auditing procedures

and audit evidence are complex. Using

the relevant regulations and standards

as guides, you can create your policy.

Another approach is to utilize the solu-

tions and expertise from System i ISVs,

whose offerings take advantage of the

rich capabilities of the System i plat-

form. The System i family helps you

assure that your business and its tech-

nology infrastructure are meeting these

critical compliance needs.
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System i offerings for Business

Resiliency

High Availability

Are your applications available when

your customers, partners and employ-

ees are ready to conduct business?

High availability is the ability of your

enterprise to minimize downtime, maxi-

mize up-time and generally to provide a

high level of service to those who need

it. System i High Availability Edition for

models 520, 550, 570 and 595 pro-

vides a cost-effective approach to

acquire a secondary system to help

deliver on service level commitments

and help meet customer expectations

for 24x7 availability.

Disaster Recovery

Recovery refers to your ability to return

operations to business-as-usual follow-

ing a catastrophic event. By creating a

disaster recovery environment, you cre-

ate a solution that is resilient to acts of

destruction. In the case of a major cat-

astrophic event, such as earthquake,

hurricane, flood or fire, replication of

centralized data to a remote location

helps to ensure that operations can be

resumed and critical data is safe-

guarded. These types of events happen

only rarely—but when they do, they

have the potential to destroy and can

shut down your business. The System i

Capacity BackUp Edition for models

570 and 595 delivers cost effective,

standby computing power available if

disaster strikes.

Security & Compliance

Artful and intelligent integration of hard-

ware, security, systems management

and middleware into a robust platform

for business computing is the hallmark

of the System i platform. i5/OS V5R4

extends the reach of System i integra-

tion to reflect the expansive nature of

the on demand business world. V5R4

reinforces the proven ability of i5/OS to

help safeguard data, help shield assets

from hackers and help keep business



7

applications and data available. V5R4

security and resiliency enhancements

include:

● Hardware storage protection to help

prevent “rogue” programs from

accessing system objects

● Intrusion detection features that

administrators can use to easily auto-

mate monitoring for intrusion events,

such as scanning for open TCP/IP

ports

● New auditing features to strengthen

access control

● Additional encryption capabilities to

safeguard critical data

● Clustering enhancements that sim-

plify management of highly-available

environments

● Dual parity support (RAID-6) in a disk

array for ongoing operation even if

two units in a protected set of disks

fail

● Automated journaling of additional

system objects

● Concurrent firmware and non-

disruptive fixes

● New backup options, including virtual

tape support, that help enable con-

tinuous operations



For more information

Contact your IBM representative or

IBM Business Partner or visit:

ibm.com/system/i/resiliency
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